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WHAT IS A WIRETAP?

= Monitoring of
conversations by a thi
party
e Historical perspective
= Some medium is used
» Phones
a Email
= Room/Area Bugs
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WIRETAPS

W”retaps agg h:ghly
scrutinize gind fr
require thatthe j
;"procedure%et forth
by statuteare '
precrsely fa Iowed




WIRETAPS

e Ex Parte Orders Mm '

s Code words:
Investigations, |
Titie 3s, T-IlIs, /
T-3s, CWTs, WTs

WIRETAP STATUTES
= A.R.S. § 13- 3?9;;15@ Ll
Arizona ere(iﬁp > Statut e
=A.R.S. § 13-301
Arizona Emergency eretap
= Title III, 18 USC 25 ‘o
Federal eretap Statuté

Wiretap Benefits

Wiretaps Can:

= Dismantle/disrupt
organizations

» Provides window into
secrefive co-conspirator
conversations ;

e Provide intelligenceand / ¢ numbers
education into practices / Cormnmunity

and organizational ;¢ policing pitch
structure of criminal e Regional or%lghborhood
organizations in your area impact i

= Show pattern of condtg@t%%‘f&g lg,;;hn perc%mn
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Wiretap Investigation
Considerations

s Complex afwww% i
Take Time bt
Require Lengthy Writing ~ /
= Exhaust Resources
Cost Money
& Require Flexibility 3
e Experience of Sy
Investigators S E ;

m Isitaproactiveor | |
reactive victim crime?gs ‘*%3&*’5@% =

For the purposes of A.R.S. § 13-3010(P)}, "crime”
means:

= Murder
Gaming
Kidnapping
Robbery
Bribery
Extortion
Theft

An act in violation of chapter 23 of thls title (Orgg ;
Fraud, and Terrorism) ;

Dealing in narcatic drugs, manjuana or danger
Sexual expleitation ofch!ldren n wolatron of cha
title érx

Cr any felony that is dangerous to life, I:mb or pg%?erty baan
me | _ it ﬁﬁ%"i

T 35.1 ofthis
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Non-Drug Wiretap Cases?

= Gang cases
» Homicide/Cold Case Homicide
e Human Trafficking -

& Child Pornography

s Stolen Property/Orgamzed Reta_:
Theft/Chop Shop ‘

= Securities Fraud




Legal Requirements

o qafsf“‘“mw%

1) Probable Cause and
2) Exhaustion of Tragﬂt;onal
Investigative Techhiques

Legal Requirements

= Prchable cause that botfr ) Y
(1) a crime has been, is bejng;seii _{, At to be %
committed T =

and

(2) evidence of that crim 'may be obtﬁ?:ed by the; :
interception. :

e Traditional investigative / technlques ha
reascnably appear to fa;l or dre tog dang@
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EXHAUSTION EXPLAINED

Interception of communications need not be used ONLY

as a last resort. The purpose of the re W&taﬁ;@nwﬁﬁ
to foreclose electronic su n?;u@m; very other
imaginable  method nvestlgatlon ?has been
unsuccessfully attempted bu(: to inform th?%gdge of the

difficulties involved in the. use of “fonventiondl !
technigues. The showing must be tested:i:a practlcal :
and commonsense fashmn o = :
= Caveat Fon ]
e Courts have acknowiedged that :wé&appmg i5i
particularly appropriate wheh the teiephor%xs routinely

refied on to conduct the criminal ent rt%,"y%m—'-
investigation. wmgzzf»“;‘fg
mgwgf

AR
R




Wiretap Paperwork

w Application—Prosecutor must be the one to apply
for the wiretap

Authorization—From an elected pros
County Attorney or the Att@fﬁ“évﬁqen
authorizing a Deputy County Attomey

Affidavite—Prepared by Iaw enforcement
or more affiants) ; :

Findings and Orders—Prepared by pro
the authonzmg judge" ¥ ‘signaturé

authorizing judge’s sagnature to be sent to ',‘,;3

company
W@w

ST
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Sections of the Affidavit

= Introduction
e Kdentification of Target TelephOHESIDEVICESMgWWW?’
w Affiants’ Experience vmw;?ﬁf“ e b

Goals of the Investigation %
Identification of the Targets /-
e Narrative

Telephonea Toll Analysis :
Failure of Traditional Investlganve Techn;quﬁs
= Basis for Request/Continding Nature of tﬁ“&”@ﬁ@nse
Manitoring and Minimization, . =

Priar Applications

Pre-Wire Investigation

LR
& Make sure every search.ang W‘ﬁe?gs
obtained are obtained légally @ '
= Make sure all law enforéement actiof N
(everything) has been/ documented} i
regardless of whether lt has been suécessful

b




Exhaustion—Traditional

Investigative Technig uew
(Drug Case Exhaustionjs '

Surveillance / Covert {Pole} Cdmeras
GPS / Predision Location / Stmgrays
Search Warrants / Knock an 'Talks/ Vehi
Consent Searches :
Pen Reqister and Trap and Trace / Call Deta
Trash Runs

Financial Investlgatlon

fﬁ%“”’*“ e
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Hay boss, 1 nobsure our eovist
surveilance 75 res) cteert any mons. -

e

+ Pen Register/Dialed Number Recorder: records %@Q&
. Trap_and Trace: records fnb&und digits in %al -time to a;’ﬁ

»%'“ i
. Toll records: billed hlstorlcal records showi C%ébath billed

.

Pen Register/Trap and Trace

k1
7,

digits in real-ime from a targeted L@@@&};ﬁfﬁ i
=

targeted telephone.

inbound and billed outbound numbers t

partmujar %
phone i

Call Detail Report (CDR) contams aﬂmgb@und andé
outbound historical calls regardless n‘ bifled fa; not bllled ‘

e
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Types of Subpoena Duces
Tecum

e Desk Subpoena R
= Phone records A.R.S. §<;13 -3018
& Racketeering Demand; A R.S. §13ﬂ

e Grand Jury Subpoena
s Trial Subpoena '

5

Affidavit Review Process

= Law Enforcement Agencies WIUMQ%&%W%
internal review processwmmw ﬂg%;

"

e Affidavits will be reVIeWed and eenswely )
edited by the assngned prosecutor -

= Affidavit will be rewewed by the %&O
wiretap committee & .

w Judicial review and approval

fz‘%‘*‘é‘i‘

A

Length of interception
A.R.S.§13-3010(E)

e An order that is entered under this secti
not authorize the interceptionssFany.wire or oral
communication for any period ¢af /s.jo r
is necessary to achieve the objecive of the!'
authorization and that exceeds thirtydays. This'

thirty day period begins on the earll%;f the day

on which the interception actually begins under
the order or ten days: after the ord&[um gnegj,

g

B
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Amended Affidavits /

Spins and Extensions

= Spins
= For additional lines / additional targets / aqg‘ o

» Amended Affidavit (Spin) must W@%ﬂﬁ
and not bonler plate lf?ng)uag

a Extensions ;
= Wires are only authorized f{)r tme period of

goals of investigation are met, whichever col !

= Apply for extension if 30 days 5 up and goal

u If the application is for the extensuon of an of
contain: E
= a statement setting; furth the resuits thus far %a

fitercepton, or :' : i

= @ reasonable exp\anauon of the fatEure to obtgg such Ea% }gm
u Must comply with] h?%%i%@ an cr%g[@'lal appli i
A 2 o
; =

ined fmi'n the :

‘ROVING” WIRETAPS

= Roving interceptions are permissible
applicant demonstrates that a it
individual/individuals can be
telephones or locations to
means of evading surveillan

= The roving wiretap provision: requires the ﬁ@llcatlon to:
show and the judge to find that the targe?é? individual :
switches telephones for/ the purpose ;_ thwarting :
surveillance. ; g —

w Practical concerns
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Installation of Listening Devices

AR.S. § 13-3010(D)7

= That entry may be made to serviegin:
or remove mtercept:owd@‘vif’ﬁ‘és @“E’xs
equipment if entry is necessary t@; effect
the interception.

s




So the W|refé”p%
Now What?
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Minimization Briefing

& Minimization: Law enforcement
must conduct the wij
minimizgthessterc
commuications not gﬁear ied in th
order af d privileged é¢ ITILiI'IICBtIDn53

; .Crrme -Fraud} xceptwn
/ = Marital-Privilége 7
i m Physmsan/Patle
" CIergy/Panshlogér vj&“ %
@Qveregjy court é?

Monitoring

e If the intercepted communication is in 2 code o) AfeliTe e
language and an expert in that coge*aﬁ%“m’ dnguage
is not reasonably available du}"wg the mtercépt;on :
pericd, minimizagion may be gccomplished gg« S00N as
practicable after the interception (ars. § 13- 3c§

= An interception under this chapter may be c@%ducted |n
whole or in part by government personnel @by an
individual operating under/a ¢ontract with
government or acting under the superv;gari}n{m law:
enforcement officer why s authorlzed to cégagiuct the
interception (a.rs. § 13- 3010(N)) : ~'




Judge’s Reports

(ARS. § 18-3010(K))

e The order may require written reports to b 0% s
issting judge at specified intervals.shewifigihe progress
made toward achieving the a"i_ffc otized objéctive and the
need for continued intercepticn.

Report the statistics {pertinent, nor

Tel the judge what is occurring (@ver the phone, suw

Report any exception incidents (Selzures, identificatio

Report any technical issues {problems with intarcept

malfunctions) .

Report how [ssues were resoived

-
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ifying Evidence

&

10




Defenses in Drug Wiretap

Cases
= Motions to Suppress thi Vii‘;%% — gg
& It's not me @ wgh

e It's not drugs

= Ways to ensure your case is not

‘ =)
vulnerable to these defenses .
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End of Interception Procedures
A.R.S. §§13-3010 (G) & (H)

= Sealing of Disks !
= Return of Paperwork tgﬁ*’fﬁ?*éﬂ’(eszﬁég-

= Return of Disks to the Court %
= Termination Petition and List of It

Returned to the Court -
e Notification of People Intercepted

Sealing of Disks

« ARS. § 13-3010 (H) If possible, the content
communication that i intercepted by any.med T2
by this section shall be recorded omsanytaps ronic, wire
or other comparable device. Thé recarding of the contents of
any wire, electronic or oralz communicatigfi under this’
subsection_shali be done in sugh a way as wilk protect the |
recording from editing or alterations. Within téh days after ; °
the termination of the authorized interception,:the recordings
shall be made available to thesjudge who issued ke order and :
shall be sealed under the judge's directions. Ciistody of the :
recordings shall be maintained’ pursuant to cdiitiorder, The
recordings shall be kept for ‘ten vears a
destroyed except on an order of the issuing®
judge of competent jurisdiction;

w BUT—Beware Recent Litigation’

hall not be,

r another

11




Sealing of Paperwork

= A.RS. § 13-3010 (G) Within ten,
the termination  of ..cthe® ized g
interception, applications made

d orders:”.
granted under this section shall bé: returned

to and sealed by the judge. Custoly of the
applications and orders!shall be W{?rever the |
judge directs. The applications apd ordersE

shall be disclosed onlyon a show:x
cause before a: judge: of i
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jurisdiction or as othermse prowda%%

Termination Petition and ist.Ofe
Items Returned;tﬁ 1he’ sourt -

Notification

ARS. § 13-3010{)

= Within ninety days after an application under subsection A is i
the period of an order or any extension expires, thq,msug E8
Judge shal serve the persons named in @@ﬂm@or Bl

determine the interests of justice requmg with an mvento
of all of the following:

w The fact of the entry of the order cr the application.

u The date of the entry and the peﬂod of, author\zed i

denia! of the application. :

= The fact that during the periad: of authurrzed intercep i
electronic or oral communications were or.were not intafce
mation, the judge may make-avallable ta the parsé”’vi@f'u e
attorney for inspection such portiohs of the'’ intercepts
communications, applications and order as the judge
In the interest of]ustlce On an ex parte showing of

jud

12
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Prosecution of the Wire—
Now the Work (| Mean Fun) Really
Begins!

e Charging Notebooks
= The Indictment

e When? Takedown or |nd|ctrﬁent first?
e Charges and dates determme what com

= Grand Jury presentation ;

= Form IVs (or PC statements)

= Biscovery
e Organization-Index :
= Delivery i
w Transcripts

Logistics of Prosecuting a Wire
Case

w Defense Attormneys
e "Show and Tells”

s Plea Agreement ConSIderatlons o
= Settlement Conferences BE PRE

= Defense Intervnews
o How to herd cats -

35

=

i
¢

BOILER PLATE LANGUAGE

w Defense Will Argue:

= Affidavit contained only &7

generallzed statements re:

organization/conspiracy being

investigated differed from others

= US v. Blackmon,

272 F.3d 1204 (9t Clrr 2001)




Franks v. Delaware

= Defense wili argue that
in the WT affidavit, the . .om
affiants: ‘z

= Intentionaliy or :
knowingly made a
false statement, or

s Recklessly dnsregarded
the truth; and ;

e A hearing is necesgéry?
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g ks

HEARING UNLESS:
E Allegations are
than conclus

= Alleged wolaﬁﬁns are
material P

& Defense prov;_ esan .
Hss

S
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